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1. Introduction 
This course is designed to build upon the introductory training course for judges and prosecutors developed by the Council of Europe GLACY project and further amended and updated by GLACY+ project during 2017 and 2018. Training has been designed with intention to provide judges and prosecutors with additional level of knowledge on cybercrime and electronic evidence and to allow them access to the enhanced levels of understanding and implementation of advanced techniques for legal analysis of presented evidence during the preparatory and main trial phase. 
Training should provide legal and practical information about the subject matters and concentrate on how these issues impact on the day-to-day work of judges and prosecutors. 
· The aim of the course is to provide the knowledge and skills to allow judges and prosecutors to fulfill their roles relating to cybercrime investigation and trial. 
· This course is designed to build upon the learning outcomes of the basic cybercrime training course for judges and prosecutors and should be attended only by those that have successfully completed that course. 
The course is covering the following subjects: 
· Conducting of an investigation. 
· Identifying the types of crime committed. 
· Establishing the location of evidence, witnesses, and suspects. 
· Traditional and alternative currencies. 
· Securing evidence in an acceptable way, irrespective of where it is held. 
· Preparing for search and seizure activities involving electronic evidence. 
· Dealing with digital devices that are part of the investigation. 
· Briefing of forensic specialists and others needed to support the investigation phase. 
· Preparing for interviews with suspect. 
· Presenting cybercrime evidence. 
· Applications and hearing implementation regarding cybercrime case with respect to the Common and Civil Law criminal legal systems. 
· Considering the relevant aspects during the judicial proceedings and trial through full mock trial exercise with goal of rendering rightful decision. 
The advanced training course is built in a way to enable judges and prosecutors that have passed through the introductory module to enhance their knowledge of the nature of cybercrime, the terms and the technology by dealing with a practical case scenario from the initial complaint, through the investigation and to the trial process, including trial as moot court exercise, including finalizing it with sufficient legal grounds and evidence for successful adjudication. 
Providing the judges and prosecutors with the additional knowledge that can be applied in practice on the functioning of computers and networks, what is cybercrime, cybercrime legislation, jurisdiction, investigative means and electronic evidence, international cooperation and applications and hearings. 
The course has been designed as a mixture of taught lessons and a practical scenario, taken from the first report of the crime through to the moot court. The presentations complement the learning created during the practical scenarios. 
Predominantly, the evidence files relate to the fictitious countries, cities, and legal and natural persons. The purpose of this approach is to have generic environment which will allow trainees to concentrate on case development through investigation and evidence analysis, followed by legal issues raised both through investigation and court proceeding ending with adjudication. 
Some material contains real-world locations and venues which are necessary for delegates to use research tools to undertake Open-Source Research on the Internet (OSINT), in these events the training material indicates that the location should be considered as located in the fictitious countries, unless otherwise stated.
It may be necessary to adjust to the needs of local judicial training institutions by introducing realistic geographical and other components for the purpose of achieving more localized experience for the trainees. Additional material which is not generic but specific has been developed and added to the training as a possibility for implementation depending on needs and conditions, both for investigation and mock trial parts of the training. 
2. Training timetable and structure 
The training is designed as a minimum 4-day programme for judges and prosecutors as part of their initial training programme or in-service programme where they have not had the earlier benefit of this training. 
This training has been developed to be delivered in both a classroom environment with breakout rooms, or an on-line environment using an appropriate platform that can cater for breakout rooms, and translation facilities as required. 
In both teaching environments training is structured for delivery using trainer and or facilitator instruction, supported with practical paper feed exercises to be supported with computer equipment, laptops, and tablets, with the ability to undertake open-source investigation on the Internet are highly recommended. There will be a need to have breakout rooms for use by the teams.
LEA investigators should be advised in advance to create a covert Facebook account to enable live research relating to other Facebook accounts and other associated accounts.
It is also recommended that trainees are divided into working groups for the entire course (delegates acting as judge and defence will be separated from the groups at the Mock Trial stage). This training should be very interactive and will require a great deal of investigation work on the part of the delegates as well as the provision of elevated levels of support from the trainers and or facilitators on the course. 
3. Mock trial 
The Mock Trial intends to be a practice-oriented exercise of a legal procedure that is the actual enactment of a fictitious but realistic cybercrime case in which the obtaining, assessment and bringing to the court electronic evidence, is central to the exercise. 
Participation in the trial provides the participants with an insider's perspective from which to learn about the application of substantive and procedural (Budapest Convention) cybercrime rules. The course will help participants in gaining an advanced understanding of the legal mechanism through which a hypothetical cybercrime dispute can be conducted in trial (even regardless of the concrete national procedural setting). Moreover, it helps them develop critical thinking skills, oral skills, understanding of substantive/procedural areas of law and international cooperation rules. 
Both case studies are high-profile cases and contains almost all relevant aspects and problems to cope with in a real-life digital crime scene and presumes basic knowledge of the participants. In any case: the group work, the personal expert-assistance (from real experts), the short plenary after each phase in which the topics will be summarized, guaranties that every participant will be lifted to a high(er) level. 
The degree of difficulty of the case is determined by the belief that it is of no use to feed prosecutor’s or judges with an ‘easy’ case that does not address crimes currently happening every day and everywhere. The exercises are to be deployed in the advanced judicial training course and exceeds the level of basic training. This is a court (preparation) session. There is no basic level. There is only the level of reality, determined by the facts, the law, the indictments, and the defence arguments. However, some investigative possibilities or options may have to be left aside for case management reasons (as you probably also could or would do in real life). 
3.1 The structure 
The Training is divided into four phases, and designed for a duration of four full days: 
1. The investigation including subject matter refresher presentations phase 
2. The trial preparation phase 
3. The mock trial phase 
4. The judgement phase 
It is anticipated participant numbers will not exceed thirty and involve representation from the disciplines of Law Enforcement, Judicial investigators, Public Prosecutors, Defence representatives and Judges.
Initially for the investigation and subject matter refresher phase, participants will ideally be divided into three mixed skills groups, this will provide opportunities for exposure to other skillsets, technical and practical challenges, increasing the opportunities for learning.
Following the investigation phase, the three groups will be assigned as: 
- The prosecution team 
- The judges team 
- The defence team 
At all stages when selecting the three groups, cultural sensitivities should be considered. The groups can be created randomly or on a voluntary basis. In some instances, delegate representation may dictate a second defence or prosecution team could be created. However, it has to be noted that it will make the implementation of the Mock Trial more complex. 
Every group needs to be guided and supported by an expert. Therefore, you will need as many experts as you will create groups (+ 1 as explained hereafter). 
In the investigation phase, there are two scenarios, a Business E-mail Compromise (BEC) and a Child Sexual Abuse Material (CSAM); there are three options that can be considered by the trainers, subject to delegate numbers and time restrictions:
i. They all work on investigating the same case either the BEC or the CSAM with the same digital traces and evidence, so every group is completing the same tasks and exercises. 
ii. One group is allocated the BEC, the other two the CSAM case to investigate or visa-versa.
iii. They all work on investigating both the BEC and the CSAM case with the same digital traces and evidence, so every group is completing the same tasks and exercises. 
Although every group performs the same tasks in this phase, it is advised that the groups will be split up making it clear beforehand which group will be the defence team, the prosecution team, and the judges team. This is to avoid having to rearrange the groups after the investigation phase because certain participants would like to be in a different team. 
Each group, supported by an expert/trainer, who guides them through the investigation and hands over the evidence, results of warrants, (expert) reports, etc. when it is duly and legally requested by the respective groups. Besides the experts guiding and supporting their assigned group, one expert will go from group to group, depending on where requested. This expert is a specialized IT-expert or LE-officer who will elaborate on technical questions and who will be responsible to deliver an expert report. This expert will also be called into court as an expert witness to be heard (and cross-examined) in court. 
After each phase, a short plenary will be held to consider the work that has been done and to assess the results. 
3.2 Phase 1: Investigation phase 
In this phase, the participants will be confronted with the case scenario containing all the necessary and realistic traces. 
The technical equipment is of particular importance during this phase of the exercise, to work on IP addresses, email accounts, social media accounts, VOIP, cloud storage, internet archives, encrypted files, etc. The participants will have to investigate the traces themselves (helped by experts where needed) with open-source tools and using all technical and legal instruments available. This is crucial for a better understanding of the value of digital evidence, its trustworthiness, the safeguarding of its integrity and authenticity. 
LEA investigators will be expected to undertake investigation using their covert Facebook account to enable live research relating to other Facebook accounts and other associated accounts.
In this phase the participants – although divided in three groups – will investigate from the material provided and will have to accomplish investigative tasks and will have to deal with the same investigative challenges and problems. Groups are expected to have different investigation angles depending on the team they will be in in the later phases. This will be apparent when the groups decide what is retained as evidence and exhibits for the trial preparation and mock trial phases.
It is indisputably useful and necessary for both judges and prosecutors to be inducted into the reality of investigating a cybercrime case. It is only first-hand that one develops certain insights and reflexes necessary for the assessment and dealing with electronic evidence. It must be understood that the investigation is not something only detectives need to know about. 
3.3 Phase 2: Trial preparation phase 
In this phase the experts will point out what is expected from the participants in court. The working groups will design their prosecution/defence arguments and the way they will present them (for which they can freely choose all means available: outlines, power point presentation, etc.).
The prosecution working group will give a subpoena to the defence team in the shortest notice possible (the defence will be allowed to respond before the trial starts), so the defence can base/adjust its arguments on the exact indictments that will be brought in court. 
The judge’s team will start to anticipate on potential defence arguments, electronic evidence restrictions
3.4 Phase 3: Mock trial 
During the Mock Trial, two or three team leaders (depending on the results within the group, etc.) of the prosecution team will make an oral presentation on the prosecution arguments and present the evidence to the court. 
Following the oral presentation, the defence team will be asked to present the defence arguments and to oppose questions to the prosecution team. 
Within the judge’s team, a president of the court has to be assigned who will be responsible for the order in court and the leading of the debates (the expert who guided/supported the judge’s team, will be a ‘judge assessor’). Throughout the trial phase, the judge’s team will steer very carefully and set out the debate and discussions in court to the point that every participant will end up with the right lessons learned. The expert witness (an IT expert/LE officer) can be questioned (cross examination is possible) in court by the judges, the defence team, and the prosecution team. 
The goal is that a natural realistic court situation will be created and that discussions and remarks 
3.5 Phase 4: Final consideration by the Bench 
After all parties have been heard, the debates are closed, and the case is taken into consideration by the court. 
Since the judge’s team had the opportunity to anticipate on the arguments and prepare throughout the trial preparation phase, they will be given 45 minutes to come to a judgement. 
During this deliberation, the prosecution team and the defence team will debrief the court proceedings for their respective teams and list up their observations. 
The court will come to a final judgement which they will present in plenary. This is also a sort of debriefing that is designed to put the whole mock trial experience into perspective. The judgement gives a summary of the case and a review of the arguments and legal issues which were brought in the trial and courtroom procedure. The possibility is left open for individual judges to explain any dissenting opinions that were not withheld by the majority of the judges. 
3.6 The practical implementation 
All traces and accounts (webmail, Facebook, cloud storage, etc) will have to be customized for the purpose of this mock trial, and all communication between the suspects must really been generated – everything will be 100 % realistic. 
Historically delegates would be provided with access to electronic accounts of the parties involved in the investigation, however recent security measures imposed by a number of webmail services, social media companies etc, means that providing electronic access to these accounts for delegates provides technical problems and has resulted in accounts being closed or suspended; this means that much of the data provided will have been extracted into local electronic or paper versions in advance, and will require scenarios to be set in a past date (for example in the case of the CSAM exercise the start date for investigation will be the 27th May 2021).
The on-line accounts created and used for this exercise have been frozen in time. The details, log-in credentials and passwords will be provided under separate cover to enable the Council of Europe to maintain the accounts, to ensure they remain “live” and where required data can be amended.
Two case scenarios have been developed: 
- One scenario based on the in 2018 updated exercise delivered in the advanced judicial training course. This case scenario belongs to well-known, so called “Business E-mail Compromise” schemes, or “BEC” cases, which is deriving from previously detected “CEO fraud” or “Man-in-the-middle” frauds. 
- A second scenario has been developed relating to a child abuse case. It has already been successfully implemented in the mock trial in 2016 but has been reshaped and updated to May 2021 and with current technical practises of July 2022. 
By way of example and clarification of what is intended in the implementation of the mock trial, the scenario will be shown below. 
The first scenario is fictitious and uses imaginary countries (parties to the BC) and entities in the set-up. The advantages are the generic and neutral deployability. 
The second scenario starts from the regional context ('your country') and considers existing forums and applications and involves traces of existing ISPs. However, in order to effectively undertake certain aspects of OSINT investigation, a true location of Roubaix, France has been used; this has the advantage that the evidence is real, with data on real servers from real service providers. 
Nothing excludes that additional scenario could be developed and/or other types of crime could be selected or amended as technical changes and advancement occur as a consequence of using real live time data, this also means that in preparation for the training, experts will need to review the material to ensure that data is available. In some cases, it may not be necessary to make significant changes as it will demonstrate to delegates that the Internet and access to data constantly changes.
The choice can be made to involve national legislation or to stay more generic. Differences in a common law versus civil law approach can be taken into account: bringing the devices into court, cross examination, … It is advisable not to change the deployment of the mock trial depending on the law system of the specific country. After all, both common law systems and civil law systems benefit from a hybrid approach because it provides insight into the approach of the other legal system. When implementing the mock trail, however, it is necessary to indicate where the accents of the respective legal systems lie. 
The case scenarios include amongst others: 
· Getting evidence from ISPs: public-private cooperation. 
· Production orders. 
· Transborder electronic evidence gathering. 
· (Remote) search and seizure of electronic evidence. 
· Preservation of electronic evidence. 
· Expedited disclosure of electronic evidence. 
· 24/7 contact points. 
· The seizure of crypto currencies. 
· Conditions and safeguards. 
· Open-Source Intelligence Research (OSINT).
· The gathering of electronic evidence in the cloud and/or the darkweb. 
· Guaranteeing authenticity and integrity of electronic evidence. 
· The presentation in court of electronic evidence. 
3.7 The infrastructure and use of technology 
For the implementation of the mock trial, in addition to a plenary classroom, there is also a need for break-out rooms, where the various teams can deliberate and work. 
In the event of the training being on-line, the conference platform will require breakout rooms and as required translation facilities.
Participants will be required to provide their own laptops so that they can do online research and investigate traces where necessary. The intention is to make the mock trial paperless. They will receive each step of the case scenario and the supporting documents via an email sent by the expert who guides the respective group. For this purpose, the expert creates a mail group for his team. 
Trainers will need to set up for each course:
· A global email address for the delegates to communicate from.
· A cloud storage account for the exercise to contain:
· Course material,
· Team folders for receiving, preparing, and storing material including exhibits.
· Council of Europe will need to provide trainers/facilitators in advance with a list of delegates with email addresses for use in the training, these will email addresses will need to be:
· Allocated into the respective teams.
· Co-ordinated with links to access the respective team folders.
· Added to mailing list for global email account.5
It would be appropriate that every group could have a screen at their disposal in order to project the group work and the collective drafting of documents (indictments, defence arguments, judgement…). The groups are encouraged to use Power-point to support their (written) statements and arguments in court and it is recommended that they have a screen facility to project any presentations. 
4. Timetable 
2022 update of advanced cybercrime and electronic evidence training for prosecutors and judges should be organized through following agenda and timetable: 
DAY 1 
09:00 – 09:30 
Session 1 
2.1.1 Course opening and introduction 
Objectives: 
· Have an introductory knowledge of Advanced Cybercrime Training for Judges and Prosecutors 2020 agenda and fields of training. 
· Provide delegates with information about the need for the training course and its aim and objectives. 
· Ensure that they have sufficient information about the programme of activities and the timetable. 
· Provide information about the health, safety, and administrative details of the course. 
· Introduce the delegates to the trainers and other delegates. 
09:30 – 10:30 
Session 2 
2.1.2 Refresher on the Budapest Convention and Contemporary Protocol and Legal Developments 
Objectives: 
· Budapest Convention Substantial, Procedural and International Cooperation aspect of the CETS 185 with Additional Protocol on Xenophobia and Racism 
· Guidelines and Opinions 
· Second Additional Protocol 
· New Aspects of the connected activities 
10:30 – 11:00 
Break 
11:00 – 12:00 
Session 2 continued 
12:00 – 13:30 
Session 3 
2.1.3. Technology and Cybercrime Updated 
Objectives: 
· Digital society overview 
· Recent attacks 
· Contemporary mass scale financial and other frauds 
· Internet of the thing’s challenges 
· Darknet/Deep Web aspects 
· Snapshot on Virtual Currencies 
Note on updating: 
· Session 3 Presentation should be reviewed and updated every year during December based on internationally recognized strategic documents like EUROPOL IOCTA report etc. 
13:30 – 14:30 
Lunch break 
14:30 – 15:45 
Session 4 
2.1.4 Virtual Currencies Advanced 
Objectives: 
· Refresher on Basic Training facts and findings 
· Categorization of virtual currencies 
· Virtual currency money matrix 
· Contemporary regulations on virtual currencies 
· Virtual goods besides virtual currencies 
· Investigative opportunities of virtual currencies 
· Search and seizure of virtual currencies 
· Public-private cooperation with exchangers 
15:45 – 16:00 
Break 
16:10 – 18:00
2.1.5 Budapest Convention Refresher Case Study 
Objectives: 
· Recall the substantive law, procedural law & international cooperation-related provisions of the Budapest Convention covered in the introductory course 
· Explain the scope and extent of the substantive law, procedural law & international cooperation- related provisions of the Budapest Convention 
· Apply the provisions of the Budapest Convention and corresponding domestic legislations to case studies related to substantive, procedural & international cooperation law
DAY 2 
09:00 – 09:30 
Session 6 
2.1.6 Recapitulation of Day 1 
Objectives: 
• Recapitulation of previous sessions 
09:30 – 11:00 
Session 7 
2.1.7 Introduction to the Investigation Exercise Case Studies and Mock Trial 
Objectives: 
• Identify legal and natural persons involved in scenario. 
• Explain case layout and state of the introductory facts. 
• Follow and explain flow and development of the case investigation. 
• Explain how the criminal act was perpetrated and who were the key players. 
• How and where criminal investigation should start and what should the vectors be. 

11:00 – 11:30 
Break 
11:30 – 13:30
Session 8 
2.1.8 Phase 1: the investigation phase 
Objectives: 
· Investigate hand-on all traces. 
· Evaluate warrants and production orders to be taken. 
· Initiate mutual legal assistance where needed. 
· Requesting expert-witness assistance (IT-expert or LE-officer). 
· Seizure of electronic evidence. 
· Transborder electronic evidence gathering. 
· Dealing with electronic evidence in webmail, social media, cloud storage, darkweb. 
· Dealing with house searches and electronic evidence found during them: open accessible cloud storage, smartphones (which are locked), the seed of a virtual currency wallet, … 
· Taking decisions on seizure, live forensics, or dead forensics. 
· Rule of law aspects (forcing someone to enclose electronic evidence?) 
· Ordering witness interviews 
· Public-private cooperation. 
· Dealing with data retention restrictions, domestic and internationally. 
13:30 – 14:30 
Lunch break 
14:30 – 16:00 
Session 8 continued 
16:00 – 16:15 
Break 
16:15 – 17:30
Session 9 
2.1.9 Conclusions and Feedback on Investigation Exercise and Way Towards Trial Exercise (Moot Court) 

DAY 3 
09:00 – 10:30 
Session 10 
2.1.10 Advance Electronic Evidence Challenges – Preparing for Court techniques 
Objectives: 
· Identify methods of validating electronic evidence. 
· Review admissibility issues for electronic evidence in the trial process 
· Examine and explain has values of electronic evidence files 
· Trial preparation techniques and presentation of electronic evidence in court 
10:30 – 11:00 
Break 
11:00 – 13:30 
Session 11 
2.1.11 Phase 2: the trial preparation phase 
Objectives: 
· Trial preparation 
· Prosecution team develops the indictments 
· Défense team builds up the defence and the defence arguments 
· The judges team starts preparing and anticipating on the probable indictments and defence arguments. 
13:30 – 14:30 
Lunch break 
14:30 – 16:00 
2.1.11 Phase 2: the trial preparation phase 
Session 11 continued 
16:00 – 16:15
Break 
16:15 – 17:30
Session 12 
2.1.12 – Phase 3: Mock Trial 
Objectives: 
· Based on material used during investigation exercise teams participate in moot court exercise 
· Outline of the court proceedings by the judge’s team 
· Presentation of the indictments by the prosecution team 
· Défense statement 
· Hearing of the (expert) witnesses – cross examination 
· Pleadings 
· Replies 
· Last word of the defence 

DAY 4 
09:00 – 10:30 
Session 12 continued 
10:30 – 11:00 
Break 
11:00 – 12:30 
Session 12 continued 
12:30 – 13:30 
Lunch break 
13:30 – 14:15 
Session 13 
2.1.13 Deliberation of the court – debriefing prosecution and defence team 
Objectives: 
· Since the judge’s team had the opportunity to anticipate on the arguments and prepare throughout the trial preparation phase, they will be given 45 minutes to come to a judgement. 
· During this deliberation, the prosecution team and the defence team will debrief the court proceedings for their respective teams and list up their observations. 
14:15 – 15:15 
Session 14 
2.1.14 – Phase 4: Judgement – final considerations by the bench 
Objectives: 
· The judgement of the judge’s team will be pronounced and explained 
· Dissenting opinions are presented 
· Most important challenges of the exercise 
· Most important takeaways 
· Response of the defence and prosecution team on potential reasons to appeal - discussion 
15:15 – 16:00 
Session 15 
Debrief of Course with delegates including submission of CoE feedback/course evaluation form.
2.1.15 Training Closure with Presentation of Certificates

This proposed timetable provides an outline for the training for delivery of the content.
It is recognised that the amount of content that has been prepared and the involvement of practical exercises will mean that time is limited, it is encouraged that delegates interact with the trainers and each other to raise their knowledge and skill levels, this together with expert opinions may lead to time running out in some sessions and may require trainer experts to adapt the material to the time available.

5. Post training

It is recommended that following the first pilot of this training course and following delegates and trainers/facilitators feedback during the debrief at the end of the training; a review be conducted of the content of the course and the timings allocated to the sessions. 
It is recognised that the material has been prepared at a point of time, the Internet, social media companies etc, are ever evolving particularly with privacy and security measures, and as such trainers should review the material for any amendments that need to be made to keep the training and exercises current and relevant by reporting this to C-PROC in the activity report. 
