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Defendants

Defendants Sam Hendrix, Jean Lepage and Eric Rowell are charged as follows:


INTRODUCTION
Informant’s report
Informant Tom Jones (“Informant”) submitted information alleging that three individuals using the pseudonyms Rick, John and Sam, later identified by the police as the Defendants, Sam Hendrix, Jean Lepage and Eric Rowell, were involved in various offences related to child sexual abuse materials.
The Informant reported that he engaged in discussions with the Defendants on an online forum on topics including how to satisfy pedo-sexual needs. The Informant reported that the Defendants shared child sexual abuse images, including a video in which a minor girl was depicted performing sexually explicit acts.
The Informant alleged that the Defendants were planning to kidnap a minor girl in a neighbouring country with the intent to rape her. The Informant alleged that Defendant Sam Hendrix had proposed holding the minor girl in an abandoned industrial premises where the Defendants can rape and torture her, and that as a trained nurse, said he would supply narcotics to etherize the minor girl. The Informant further alleged that Defendant Eric Rowell had said that he can borrow a white van from his brother-in-law.
The Informant reported this planned crime to the police and allowed the police to look into his mail account <tjones_822@hotmail.com>, which he said contained emails from the three individuals, the pseudonyms Rick, John and Sam.
Identification of the Defendants
Sam Hendrix
The police identified the email addresses being used by the individuals in touch with the Informant. The individual using the pseudonym Sam was using email address <samtheman8300@gmail.com>.The police filed an urgent application for registration data and logs in the possession or control of the service provider for <samtheman8300@gmail.com>, Google, Inc. This information indicated that the account was registered by Defendant Sam Hendrix. The police also obtained login information and saved contacts on the account. Defendant Sam Hendrix’ use of the email address <samtheman8300@gmail.com> was corroborated by the analysis of the Motorola phone from Defendant Sam Hendrix by the police.
Jean Lepage
The individual using the pseudonym John was using the email address <johndoe830@hotmail.com>.  The police filed an urgent application for data in the possession or control of the service provider for <johndoe830@hotmail.com>, Microsoft Corporation. This information indicated that the account was registered in the name of John Doe and that the account was closed in 2018. Microsoft Corporation disclosed that it does not have any logs or content associated with the account. The police ordered production of records from Facebook, Inc. associated with the Facebook account registered with <johndoe830@hotmail.com>. Records provided by Facebook, Inc. indicated that the account was registered by Sam Hendrix. Facebook, Inc. also provided recent session activity associated with this account and a list of recognized devices associated with the account. Defendant Jean Lepage’s use of the email address <johndoe830@hotmail.com> and <johndoe830@protonmail.com > was corroborated by the analysis of the Motorola phone from Defendant Sam Hendrix by the police.
The police also ordered production of records from Facebook, Inc. associated with the Facebook account registered with johndoe830@hotmail.com. Records provided by Facebook, Inc. indicated that the account was registered by Jonathan Doe. Facebook, Inc. also provided recent session activity associated with this account and a list of recognized devices associated with the account. The Informant was connected with the subject Facebook account. The Informant also communicated with the person operating the subject Facebook account. According to a statement made by the Informant to the police over a telephone call, the individual using the pseudonym John interacted with the Informant over Skype in which he mentioned having a sister. A Skype account was traced through John Doe’s Facebook account with the same name. There was a purchase of Skype credit of EUR 10 found on 16 March 2019. A Mastercard Financial Inquiry for the Mastercard account 5309 9780 9432 6725, associated with the Skype account, was done to find the owner of the card, a woman named Juliette Lepage. Juliette Lepage disclosed to the police that she has a brother named Jean Lepage, the Defendant, who occasionally uses her credit card.
Eric Rowell
After the police seized a Motorola phone from Defendant Sam Hendrix, the forensic analysis revealed that a contact was saved by the name of Rick, later identified as Defendant Eric Rowell, with the home number 00-1-123-4567890, work number 00- 1 631-761-3500 and email address <rick69@sweetxxx.de>. 
A vehicle registration report was provided by ANTS (Agence Nationale des Titres Sécurisés). The white van was found to be a 2014 Registered Renault Van, colour white, registration AB223LL, which was traced to ZVX Group. The manager of ZVX Group, Ricardo Gauthier, revealed that Defendant Jean Lepage has been their employee for the past two months and has had access to the van outside work hours. He stated Defendant Jean Lepage’s address as Studio 3a 39 Rue de l'Alma, Roubaix in France.
During the police search of the place of residence of Defendant Jean Lepage at Studio 3a 39 Rue de l'Alma, Roubaix, two gel packets mailed from “Rowell, 1442 Grove Street, Brentwood, NY 11717” were identified. FBI Agent Lorraine W. Aviles, NY, in her investigation, found that Rowell was Defendant Eric Rowell, residing at 1442 Grove Street, Brentwood, New York 11717. It was found that Rowell is employed as a porter at Pilgrim Psychiatric Center, 998 Crooked Hill Rd, Brentwood, NY 11717, United States and that his number was 00- 1 631-761-3500, which matched the contact number recovered from the Motorola phone of Defendant Sam Hendrix.
Subsequent investigation and identification of incriminating child sexual abuse materials
Defendant Eric Rowell was identified and arrested by the police. Subsequently, Defendant Eric Rowell’s house was searched and one desktop computer, a smartphone and 16 external hard drives of 1 TB each were seized. The desktop and the hard drives were encrypted with Veracrypt. A large collection of ‘hentaï’, extreme Japanese cartoon child pornography, was found unencrypted. A judge was asked to issue an order against Rowell to reveal the password. Rowell refused to hand over the password.
The investigation has suggested that Defendant Sam Hendrix has been indicted before. He was accused of assaulting a minor, but due to a lack of evidence, the case was eventually dismissed. The police have learned that Defendant Sam Hendrix has a reputation for being a pedophile. After the arrest of Sam Hendrix, his computers, hard disks and USBs were seized. On Defendant Sam Hendrix’ desktop, in a directory on his local C-drive, the police found 15 thumbnails of child sexual abuse images containing child pornographic materials. When Defendant Sam Hendrix was asked about the images, he stated “I don’t know anything about them, I do not know how they got there, it must be malware, or somebody must have used his unprotected Wi-Fi Network”. A forensic analysis report on the matter by Koen Smets of the DJSOC, Federal Computer Crime Unit (FCCU) has found that the Defendant was involved in the transmission.
Defendant Jean Lepage was subsequently arrested, and his residential address was searched. An iPhone was seized and access to the iCloud back-up was obtained from Apple. The police also seized a Dropbox account and a WhatsApp account connected with the Defendant Jean Lepage’s child pornographic images. Defendant Jean Lepage has a criminal record and was jailed before for three months in December 2019 for driving a stolen vehicle and for aggravated entering of a house and stealing of children’s clothing and cash while in possession of a knife and tie wraps.

Count 1

STATEMENT OF OFFENCE

1. Offences concerning child pornography as per Article 20 of the Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse.
2. Offences related to child pornography as per Article 9 of the Convention on Cybercrime.


PARTICULARS OF OFFENCE


Sam Hendrix, intentionally and without right:
a) possessed pornographic material that visually depicts a minor engaged in sexually explicit conduct or a person appearing to be a minor engaged in sexually explicit conduct (child pornography), in a computer system or on a computer-data storage medium. 
b) procured child pornography through a computer system for himself and for Jean Lepage and Eric Rowell and Tom Jones, 
c) distributed or transmitted child pornography through a computer system,
d) knowingly obtained access, through information and communication technologies, to child pornography.




Count 2

STATEMENT OF OFFENCE

1. Offences concerning child pornography as per Article 20 of the Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse.
2. Offences related to child pornography as per Article 9 of the Convention on Cybercrime.


PARTICULARS OF OFFENCE


Jean Lepage intentionally and without right: 
a) possessed pornographic material that visually depicts a minor engaged in sexually explicit conduct or a person appearing to be a minor engaged in sexually explicit conduct (child pornography), in a computer system and on a computer-data storage medium. 
b) procured child pornography through a computer system for himself and for Sam Hendrix and Eric Rowell and Tom Jones, 
c) distributed or transmitted child pornography through a computer system,

Count 3

STATEMENT OF OFFENCE

1. Offences concerning child pornography as per Article 20 of the Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse.
2. Offences related to child pornography as per Article 9 of the Convention on Cybercrime.
3. Contempt of court as per [add relevant local law].


PARTICULARS OF OFFENCE

Eric Rowell intentionally and without right:
a) possessed pornographic material that visually depicts a minor engaged in sexually explicit conduct or a person appearing to be a minor engaged in sexually explicit conduct (child pornography), in a computer system and on a computer-data storage medium. 
b) procured child pornography through a computer system for himself and for Jean Lepage and Sam Hendrix and Tom Jones.
c) distributed or transmitted child pornography through a computer system,
d) opposed a direct order from a judge by choosing to not reveal the password.
