INDICTMENT      [Court Name]
[ _____   -v-     Ivan Ivanovich and Hermes Novas]

…

Defendants


Defendants Ivan Ivanovich and Hermes Novas are charged as follows:



INTRODUCTION 


Engagement

1. On September 21, Federal Bank of Atlantis (FBA) placed an order for the purchase of 20,000 specialised paper materials from United Bank Printing (UBP) for the price of EUR 300,000.
2. UBP required FBA to make advance payment of EUR 100,000 in its bank account number 78451296, Docklands Securities Bank of Norland, United Bank Printing, SWIFT UBPNRL14, IBAN NRL78124578986532255896523. FBA made this payment on September 22.
Illegal Access, Interception, Forgery and Fraud
3. On September 28, UBP notified the Financial Department of FBA that UBP is ready to send the shipment of specialised paper materials as soon as they get confirmation on the final payment. In its correspondence, UBP informed FBA that the payment needs to be made within 48 hours.
4. On September 28, Artemida Olimpiakos, Head of the Financial Department at FBA, received an email from Otos Polaroidos, CFO of UBP, with the final invoice for amount of EUR 200,000, and new bank account details. This email is reproduced below:
“I have additional request that transfer needs to be done asap, preferably tomorrow morning.
Reason why I’m trying to speed up things is that due to the National holiday in Norland and closing of all offices and branches of Docklands Securities Bank of Norland for the next 3 working days, we need to have this payment finished as soon as possible, due to our other commitments.
Please use following bank account details of UBP account in DSBN Ostland, which will over bridge this gap:
Docklands Securities Bank of Norland/Ostland branch
Account number 23568974
SWIFT UBPNRO26 
IBAN NRLO23568974986532255896523”

5. On September 29, the payment was authorized and transferred by FBA to the Ostland account.
6. On September 30, the morning of expiration of the 48 hours’ deadline for payment of the outstanding EUR 200,000 by FBA, Otos Polaroidos from the UBP Finance Department contacted their FBA counterpart, Artemida Olimpiakos, requesting immediate payment of the outstanding balance. Olimpiakos informed Polaroidos that the payment had already been made and that they were expecting delivery of the goods. Olimpiakos also offered her congratulations to UBP on the National holiday.
7. Polaroidos checked their bank account and responded to Olimpiakos that no payment had been received from them. They also asked why Olimpiakos is congratulating them on a public holiday, when the next one is not due for another two months.
Computer Intrusions and Access to Victim Company’s Systems
8. Upon investigation, Neo Matrix, Head of IT department at FBA, found that all their computers had connections to one particular computer in the Department for Logistics and Operations (DLO) on certain ports not usual for regular communication.
9. FBA’s inspection of that particular computer showed that after every communication between those computers, the mail server recorded sending of short mails between “harvesting” computer and outbound computer or computers, including one on ports and protocols very similar to the open SMTP servers. Traces of control interface and logs of spyware program very similar to FlexiSpy or Spytech software were found.
Suspects
10. The harvesting computer was identified by Neo Matrix to be used by the Defendant Hermes Novas, who was a new employee in DLO.
11. An account registration report was obtained from Docklands Security Bank of Norland. This revealed that the Ostland Branch, Account Number 23568974 (to which the EUR 200,000 was fraudulently transferred), was opened on August 30, 2022, in the main branch office in New Ostia, in the name of a company called United Bank Printing Ostland. Defendant Ivan Ivanovich was listed as the account authorized person.
12. The Company Registration Form was also obtained from the State Agency for Company Registration of Ostland. The company United Bank Printing Ostland was found to have been registered in New Ostia by Defendant Ivan Ivanovich on August 28, 2022, with Defendant Hermes Novas listed as a witness.



Count 1

STATEMENT OF OFFENCE

1. Illegal access as per Article 2 of the Convention on Cybercrime
2. Illegal interception as per Article 3 of the Convention on Cybercrime
3. Computer-related forgery as per Article 7 of the Convention on Cybercrime
4. Computer-related fraud as per Article 8 of the Convention on Cybercrime
5. Attempt and aiding or abetting as per Article 11 of the Convention on Cybercrime.



PARTICULARS OF OFFENCE

Defendant Hermes Novas, between September 20 and October 1, dishonestly intending to procure an economic benefit for himself or for another person, without right, performed illegal access, illegal interception, computer-related fraud and computer-related forgery by:
 
a. accessing the computers being used by Nicos Nikolakis, Georgos Atlantis, Yorgos Yorgos and Artemida Olimpiakos, employees of the FBA, without authorisation;
b. connecting the “harvesting” computer he had access to, to the computers of Nicos Nikolakis, Georgos Atlantis, Yorgos Yorgos and Artemida Olimpiakos, employees of the FBA, and intercepting non-public transmissions of computer data from said computers;
c. using this harvesting computer to send short mails between it and outbound computer(s), including one on ports and protocols similar to the open SMTP servers;
d. using control interface and logs of spyware program similar to FlexiSpy or Spytech software; 
e. inputting computer data into a computer to send an email shown to be from Otos Polaroidos to Artemida Olimpiakos with an inauthentic alternative bank account (account number 23568974 in Docklands Securities Bank of Norland/Ostland branch controlled by Defendant Ivan Ivanovich) with the intent that FBA relies on the inauthentic data for legal purposes and transfers payment in said alternative bank account.

All of which resulted in the fraudulent transfer of EUR 200,000 to account number 23568974, Docklands Security Bank of Norland/Ostland branch, causing the loss of property to FBA and UBP and economic benefit for Defendant Hermes Novas and Defendant Ivan Ivanovich without right.

Defendant Ivan Ivanovich on September 28, aided and abetted Defendant Hermes Novas in the computer-related fraud, by using internet banking to withdraw the fraudulently received EUR 200,000 on September 28 from account number 23568974, Docklands Security Bank of Norland/Ostland branch.




Count 2

STATEMENT OF OFFENCE

1. Computer-related fraud as per Article 8 of the Convention on Cybercrime 
2. Attempt and aiding or abetting as per Article 11 of the Convention on Cybercrime



PARTICULARS OF OFFENCE

Defendant Ivan Ivanovich on September 28, acting without right, input computer data with fraudulent or dishonest intent of procuring, without right, an economic benefit for himself or for another person, by using internet banking, and thereby inputting computer data, to withdraw EUR 200,000 on September 28 from account number 23568974, Docklands Security Bank of Norland/Ostland branch.

Defendant Hermes Novas, between September 20 and October 1, aided and abetted Defendant Ivan Ivanovich in the commission of the offense by performing illegal interception, computer-related fraud and computer-related forgery which resulted in the transfer of EUR 200,000 to account number 23568974, Docklands Security Bank of Norland/Ostland branch.

