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Activity Code 2.1.2 / 2.1.3
2088_30 First Responder Training for Investigators
on Cybercrime and Electronic Evidence

3-7 February 2020, Batumi, Georgia
Organized by LEPL Academy of the Ministry of Finance of Georgia 
with support of the CyberEast project
Outline
Background and justification
The growth in the use and development of information and communications technologies (ICTs) go hand in hand with the rise of crimes committed against or through the use of computer systems. The Council of Europe approach to protect societies worldwide in the cyberspace is based on the development and implementation of the Budapest Convention on Cybercrime, through a suitable programme of capacity building for criminal justice authorities.
Development and introduction of First Responder/Basic Investigations training on cybercrime and electronic evidence remains one of the most pressing and wide-ranging necessities in all of the Eastern Partnership countries, as virtually all investigators in all investigative units, including financial investigators, should be eventually introduced to the topics of cybercrime and electronic evidence. The involvement of the Police/investigative Academies in this process is crucial to ensure that the training process is sustainable.
The courses offered for investigators by the Council of Europe are based on the training materials developed by the Council of Europe and are designed to provide an introductory level of knowledge on cybercrime, electronic evidence and search, seizure and confiscation of online crime proceeds. The courses encompass legal as well as practical information about the subject matters and concentrate on how these issues impact on the day-to-day work of law enforcement officers.
In this context, the CyberEast project, as a continuation of the Cybercrime@EAP projects, aims to support the countries of the Eastern Partnership in strengthening skills of law enforcement officers potentially dealing with cybercrime and electronic evidence in their day-to-day work. The First Responder Training for Investigators on Cybercrime and Electronic Evidence, expected to be delivered online in the situation of ongoing COVID-19 pandemic, is one of the tools for acting and prospective investigators to obtain such knowledge on the basis of the Council of Europe standards and materials.
Expected outcome
Organized by the CyberEast project in cooperation with [entity], the event contributes directly to output 2.1 of the CyberEast project (Skills and institutional setup of operational cybercrime units in law enforcement authorities’ and judicial authorities dealing with cybercrime and electronic evidence are strengthened). The First Responder Training for Investigators on Cybercrime and Electronic Evidence is expected to develop the introductory skills and knowledge required for investigators to fulfil their respective roles and functions in cases of cybercrime, electronic evidence and search, seizure and confiscation of online crime proceeds.
Participants
The event is organized online by the CyberEast project in cooperation with [entity] and will be attended by police officers, detectives and investigators from across the country. The course will be delivered and supported by:
· Two international cybercrime training experts;
· C-PROC staff to supervise the development and delivery of the course as well providing support in administrative matters.
Administrative arrangements and location
The event will be conducted virtually, on Council of Europe’s KUDO platform to address the needs of virtual meetings with interpretation.

[bookmark: _Hlk60393834]Simultaneous interpretation between XXX and English will be available throughout the event.

Unless specified otherwise, all times indicated in the programme correspond to XXX local time.



PROGRAMME

	COURSE DAY 1

	9h30
	Course Introduction, Agenda and Objectives
Introduction to Cybercrime
Council of Europe experts

	11h00
	Coffee Break

	11h15
	Introduction to Electronic Evidence: Principles and Procedures
Council of Europe experts

	13h00
	Lunch

	14h00
	Identifying Suspects on the Internet
Council of Europe experts

	16h00
	End of Day 1



	COURSE DAY 2

	9h30
	Evidence Sources: Computer Systems/Computer Networks
Council of Europe experts 

	11h00
	Coffee Break

	11h15
	Evidence Sources: Authorities and Permissions, Preparations and Planning, External Consulting Witnesses
Council of Europe experts

	13h00
	Lunch

	14h00
	Data preservation and Production orders
Council of Europe experts

	16h00
	End of Day 2



	COURSE DAY 3

	9h30
	Crime scene response: Securing and Documenting the Scene and Evidence
Council of Europe experts 

	11h00
	Coffee Break

	11h15
	Search and Seizure: Dead Box and Live Data Scenarios
Council of Europe experts

	13h00
	Lunch

	14h00
	International and Public-private Cooperation: Access to data
Council of Europe experts

	16h00
	End of event




Contacts
	European Commission:

Roberto SEGUNDO NAVARRO
Good Governance and Security
Directorate-General for Neighbourhood and Enlargement Negotiations (DG NEAR) 
Directorate Neighbourhood East – Unit C1 
European Commission
ec.europa.eu


	Council of Europe:

Giorgi JOKHADZE 
CyberEast Project Manager
Cybercrime Programme Office
Tel: +40-21-201-784
Giorgi.Jokhadze@coe.int

Cybercrime Programme Office of the 
Council of Europe (C-PROC)
Bucharest, Romania
www.coe.int/cybercrime
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