Introduction – to be explained by Trainer/Facilitator to the delegates.

Trainers note: This introduction should be provided to delegates at the start of the exercise (it is also referenced in the PowerPoint presentation for this exercise), it is envisaged that the mixed group may consist of LEA investigators, judicial investigators, prosecutors, defence representatives and judges.  The developed exercise is intended as an opportunity to provide different challenges to all these delegates and to discourage them from only participating in activities involving only their professional skillset.  It is important that the trainer/facilitator encourage delegates to provide their own professional area of expertise while also being encouraged to explore technical and practical areas they be less familiar with.

Introduction of Exercise:

You have been divided into multi skilled groups for this exercise. While it is important to demonstrate your skillsets within the group it is also important to experience and understand different the different technical challenges the exercise provides which reflect challenges faced when investigating cybercrime, establishing what is information, intelligence or evidence; and to enable file preparation for presentation to a judicial court in a manner that can be understood by the judge(s) or a jury.

The report you are about to receive, and significant elements of the scenario are from a real case that has been adapted for these training purposes.  Please deal with it as if it is a case in action. 

Please consider that today is 10:30hrs Thursday 27th May 2021.

For reality and the ability to undertake open-source investigations, locations in the region of Roubaix, France have been used, consider these to be in your jurisdiction for the purpose of this exercise.

You are not only required to consider your own domestic legislation and procedures but primarily use provisions of the Budapest Convention on Cybercrime including the First and Second Protocols.

As a group, review the report and commence an investigation plan and take appropriate action.

Once you have developed a plan, present to the facilitator your options and decisions, then proceed with the actions you are going to undertake.

The facilitator role is not to investigate or manage the investigation, the facilitator will provide support, clarification and facilitate any actions or requests you make.

The training will involve you in an investigation, involving evidence collection, preparation of a case file and materials including exhibits for a court hearing in the presence of a judge and defence counsel.

There are multiple tasks to undertake in each of the phases, and due to time constraints will require tasks to be allocated amongst the group like in any real-time investigation. It is however an important opportunity to understand technical issues which you may not normally had the opportunity to be exposed to or are less familiar with.

There will be 6 phases of the investigation, following each phase a short debrief will be undertaken, this will require your group to explain the actions and decisions you have made, this will enable the facilitators to ensure that the tasks have been understood, what action plans and strategies you are undertaking and ensure you have the appropriate material to undertake this exercise.

Your engagement in this group participation is essential to make this a success and achieve a realistic outcome.  Please enjoy the exercise.  Do you have any question?

Trainers note: Invite questions from the delegates, once complete provide Phase 1 Inject 1 to the delegates, the exercise can commence.





