Trainer Phase 1 Lesson Plan

Delegate Requirements

Laptop/Desktop and Internet Access

On-Line Training:
Laptop/Desktop with camera and microphone facilities enabled.
Delegate to commit to interaction via video and audio conferencing platform provided by CoE.
Live translation Services will be provided for the workshop via the conferencing platform

The following is a guide to the actions anticipated from the delegates from this phase of the exercise. While it is expected the delegates will undertake take their own lines of investigation and collection of evidence, the trainer/facilitators should be able to steer the delegates to considering the below elements which should result in several decisions, orders and exhibits being acquired.

The facilitator will provide the Introduction document to the delegates, this will also be included in the PowerPoint presentation slides and explains how the exercise will progress, what is expected from the delegates and facilitators.

Following the introduction, the delegates will be given “Inject 1” a report of a possible crime to consider and act upon.


 Anticipated Outcomes:

	
	Anticipated Action from Delegates
	Additional Injects and Information

	 
	
Delegates should consider:
· OSINT research on the site www.pedofilie-info.cz
· Discuss legality and authority for examining the email account of Tom. Judicial Order v Consent.
· Discuss methodology for capturing the emails for information and/or evidence from Tom’s account. 
· Operational security – legality - chain of evidence.
· Maintaining evidence integrity
· How to access the email account to examine content and headers.
· Account takeover of tjones_822@hotmail.com by LEA and/or judiciary, for further interaction with Sam, John and Rick.
· Implications of using Tom for further interaction with Sam, John and Rick.
· The legal and moral implications of using Tom as an informant or witness considering his previous activity and the exchanges of CSAM material has taken place between Tom, John, Rick and Sam.
· Evidential implications Consent v Judicial Authority
· Intelligence v Evidence
· Legal position of Tom – witness, suspect, cooperating informant etc.
· Should Tom have legal representation – self-incrimination?
· Threat to life/serious harm to child.
· True or malicious report?


	Trainers Note:
Provide delegates with Inject 1 for the purpose of this exercise the date today is 27th May 2021.

Inject 1 is a report if a crime by a man named Tom Jones who engages in pedo-pornographic chats and data exchange. While on a forum on www.pedofilie-info.cz/chat a month ago, he started chatting with three men called Rick, John and Sam. 

Initially they chatted and exchanged some material, but John, Rick and Sam launch the idea of kidnapping a young girl just across the border for sexual purposes.

Tom invites police to see mail exchanges on his account tjones_822@hotmail.com



Trainers Note: 
If delegates request copies of emails from Tom Jones email account, they can be provided with Inject 1.1
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	Inject 1.1 Emails and headers from email account tjones_822@hotmail.com  


Delegates should consider:
· Identifying the email services used by John, Rick and Sam
· How to legally deal with Gmail identification, Hotmail identification and anonymity services like Tempr.email.
· Data Preservation Requests for Gmail, Hotmail, accounts identification and anonymity services like Tempr.email.
· Discuss Articles 29 and 30 of the Budapest Cybercrime Convention can be evaluated (transborder evidence gathering, expedited disclosure).
· Data retention implications must be evaluated (especially where applicable EU legislative legal instruments after the annulment of the 2006 EU Directive).
· Discuss Articles 19 and 32 of the Cybercrime Convention could be evaluated, since the mail servers (which contain the evidence) probably are in another country.
· Request to Google regarding Gmail account samtheman8300@gmail.com



· Request made to Microsoft regarding Hotmail account johndoe830@hotmail.com







· Request made to ProtonMail regarding account JohnDoe830@protonmail.com







Delegates should consider
· OSINT research for email provider service for rick69@sweetxxx.de
· Tempr.email website states they keep no records of users, emails are stored on the server for 30 days unless deleted by user.
· Tempr email Contact: 
appfield.net
Frank Burian, B.Sc.
Lutherstraße 26
09126 Chemnitz
Germany
· Conflict with German Privacy legislation, data retention and anonymity.




Delegates should consider
· OSINT research of “Email 3” link https://volafile.org/r/1u2f6yvew
· Identify time critical nature of link.
· Authorities and operational security for viewing link.


Delegates should consider
· “Email 5” Are Hentai images depicting sexual activity depicting penetration or non-penetration between or with children CSAM?



Delegates should consider
· “Email 7” research Email link to mega.nz
· What is Mega.nz
· What are mega.nz policies re LEA applications
· Authorities and operational security for viewing link.
· Is it evidence or intelligence?
· Authorities and operational security for downloading material – acquiring evidence.
· Interference with investigation.
· Operational security.














Delegates should consider
· Email 8 Metadata from the images in message source.
· Relevance of filename of image.



Delegates should consider
· Email 9 Rick being a nurse, risk levels?
· Email 11 refers to package.
· Email 13 use of proxies.
· Crime(s) being proposed.


If not considered during Inject 1, delegates should consider:
· Account takeover of tjones_822@hotmail.com by LEA and/or judiciary, for further interaction with Sam, John and Rick.
· Implications of using Tom for further interaction with Sam, John and Rick.
· The legal and moral implications of using Tom as an informant or witness considering his previous activity and the exchanges of CSAM material has taken place between Tom, John, Rick and Sam.


	Inject 1.1 is a copy of the emails and headers received by Tom from John, Rick and Sam. It provides delegates an opportunity to identify the email accounts used by John, Rick and Sam, and undertake analysis of the headers.

Trainers Note: Delegates should be reminded that for the purpose of this exercise the date today is 27th May 2021

Delegates should use CoE Budapest Convention Templates for Preservation Requests and Production Orders or delegates own application forms.


Trainers Note:
Provide Inject 1.2 to delegates if they complete Budapest Convention Templates correctly for submission to Google regarding Gmail account samtheman8300@gmail.com








Trainers Note:
Provide Inject 1.3 Letter from Microsoft to delegates if they complete Budapest Convention Templates correctly for submission regarding Hotmail account johndoe830@hotmail.com


Trainers Note:
Provide Inject 1.4 Report from ProtonMail to delegates if they complete Budapest Convention Templates correctly for submission regarding ProtonMail account johndoe830@protonmail.com



A request made to appfield.net regarding Tempr.email account rick69@sweetxxx.de will be a dead end as they do not respond to email requests.

Any data/judicial request may conflict with German Privacy legislation, data retention and anonymity. Rendering data anonymous is a general principle of German data protection law, to be employed whenever feasible to minimise the proliferation of data. Data may be under a pseudonym to preserve anonymity.




https://volafile.org provides the ability to set up chat groups and exchange images, the images are only retained for 72 hours.











Mega.nz policy states it will consider a request for urgent information to LEA particular in CSAM and urgent cases. Mega.nz recommends prior contact from LEA before submitting judicial orders.
Trainers Note:
Provide Inject 1.5 email from ProtonMail to delegates if they follow NZ policies or complete Budapest Convention Templates correctly for submission regarding ProtonMail account johndoe830@protonmail.com

Mega.nz publicly state they will close accounts related to CSAM and CEM material. 

Mega.nz publicly state that material is encrypted, and they cannot access the content.




filename="IMG 34713.jpg" can be found in message source. May be relevant to investigation when searches or forensic examination are undertaken.
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	Inject 1.2 Report from Google – email account samtheman8300@gmail.com

Delegates should consider:
· Place and date of registration
· Recent logs provide variety of geographic Ip’s indicating proxy service is used.
· Technical ability of suspect

	The report will show a pattern that proxy servers have been used. However, the IP from date creation account may be valuable, but can it be used? 

Delegates to consider data retention restrictions.

Delegates research should show several IP addresses are known VPN’s.

Trainers Note: Initial registration IP address is for Coditel/Telenet, Belgium – a data request will data logs/subscriber will result in Telenet advising that it is dynamic service and logs for 2012 are no longer available.

Trainers note: delegates should be guided to concentrate on known contacts Tom and John.
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	Inject 1.3 Report from Microsoft email account of johndoe830@hotmail.com.

Delegates should consider:
· Any relevant information that can be obtained from the report 
· Discuss the dates in the report and likelihood of data being available

	


This report will provide no significant information except the initial registration IP address is geo-located in France.
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	Inject 1.4 ProtonMail Data Request Report – email address JohnDoe830@protonmail.com

Delegates should consider:
· Undertake OSINT research on the IP addresses that will provide a variety of geographic IP’s indicating proxy service is used.
· Technical ability of suspect

	 
This report will provide no significant information apart from the suspect is attempting to hide his location and should be considered as the investigation progresses.
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	 Inject 1.5 Report from Mega.nz regarding account of samtheman8300@gmail.com

Delegates should consider:
· Report provided by mega.nz
· Implications from Mega.nz closing the account

	
IP addresses will match those of Inject 1.2

Delegates should decide on a course of action relating to the closing of the account and the impact on the investigation and operational security

	
	
	



