Trainer Phase 2 Lesson Plan

[bookmark: _Hlk107428811]This phase involves OSINT activity. With current Facebook automated security measures, it is no longer practical to provide a Facebook profile for all the delegates to use.  It is preferential if some of the LEA delegates already have a covert Facebook account. This notification to delegates has been included in the delegates pack.

Delegate Requirements

Laptop/Desktop and Internet Access

On-Line Training:
Laptop/Desktop with camera and microphone facilities enabled.
Delegate to commit to interaction via video and audio conferencing platform provided by CoE.
Live translation Services will be provided for the workshop via the conferencing platform

The following is a guide to the actions anticipated from the delegates from this phase of the exercise.  While it is expected the delegates will undertake take their own lines of investigation and collection of evidence, the trainer/facilitators should be able to steer the delegates to considering the below elements which should result in a number of decisions, orders and exhibits being acquired.

Purpose:
This phase is supported by the PowerPoint Presentation on researching Facebook accounts and provides practical exercises for the delegates to undertake.

The delegates will initially be given Inject 2 a police report about Sam Hendrix, this will lead delegates to undertake Opens Source Research (OSINT) and reveal a Facebook account for Hendrix providing a number of “FB friends” including associates of this crime investigation John and Tom.  

It is important that trainers/facilitators limit investigations to Sam Hendrix “Facebook Friends”, John Doe, Tom Jones and his duplicate file Tom Emmanuel Jones.  Delegates may identify Lord Cloud and Lou Forage, these are previous police undercover accounts used investigating previous activity of Hendrix, delegates can be informed of this if this situation arises.  Delegates should be discouraged from researching the wider group of “FB friends”.  This should be the same for the accounts of John and Tom (Rick does not have an FB account).

Delegates should use CoE Budapest Convention Templates for Preservation Requests and Production Orders or delegates own application forms; application should be made to Facebook for Hendrix and Doe, but trainers/facilitators should challenge delegates application for Tom as he is being a co-operative witness and may voluntarily provide access to his FB accounts.   

Request to FB will provide registration details and recent log-in IP addresses for delegates to research and make further data requests, these will provide a variety of challenges for delegates including but not limited to, 
· relevance of an application, 
· different types of service providers including Internet services for private individuals, businesses and satellite services, 
· a variety of results from data no longer available, limited data and subscriber data only, and
· associated IP addresses.

There is a very limited amount time allocated for this exercise and delegates should devolve aspects of the investigation, it may also be necessary to limit the number of data applications to one or two so that they experience of completing the templates is undertaken in early cases but notes or verbal representation to trainers/facilitators may also be sufficient.  This is a decision for the trainer/facilitator to make at the time.


	
	Anticipated Actions by Delegates
	Trainer Information and Additional Injects

	1 
	Inject 2 – Police Report of Sam Hendrix:

Delegates are expected to:

· Consider the information collected to date, and the implications of this report.
· Discuss the actions that can be undertaken, consider any authorities required.
· Undertake OSINT investigations.
· Can the police just create a fake Facebook account and proceed to this kind of investigation online without a warrant or judicial order?
· Discuss legality and authorities required in jurisdiction.
· Discuss methodology for capturing the information and/or evidence from Sam Hendrix Facebook account. 
· Consider operational security - legality - competence - chain of evidence.

It is advised at the pre-course stage that some of the LEA delegates already have a covert Facebook account.


 






Delegates are expected to:
· Discuss the information required to make a request to Facebook.
· Consider Data Preservation Requests for Facebook accounts identification, payment history and logs.
· Delegates should identify that each Facebook Profile has a unique ID, which needs to be included in any application.
· Discuss methodology for identifying Facebook unique id.
· Delegates to examine Sam Hendrix profile for friends.

Trainers Note: 
If delegates find Lou Farage or Cloud Lord PUID 100006578672781 as a friend, they can be advised these are previous LEA profiles previously used to investigate Hendrix, and access is suspended by Facebook due to suspicious log-in attempts, it is not possible to regenerate theses accounts.


Regarding FB accounts of Tom Jones or Tom Emmanuell Jones, delegates should consider:
· Operational security, authorities, and legal implications, regarding this revelation.
· Consider implications for proceedings? Where should the details of previous police investigation and covert identity be filed?
· Is Tom JONES a witness?
· Will he be provided with immunity from prosecution?
· Would this immunity extend to other if other offences are found on his laptop?
· Would a Facebook application be considered urgent and meet convention requirements as he is co-operating and providing access to his laptop?
· Can the data from Facebook be obtained with consent of Jones?

	

The police thinks that Sam could be Sam Hendrix, a Belgian citizen previously suspected of assaulting a minor but due to a lack of evidence the case was dismissed. He is known to be a hard-line paedophile.

It is believed that Sam Hendrix has a Facebook account under his own name. Delegates to examine Sam Hendrix profile for friends.

From previous PowerPoint presentation:
Methodology for identifying unique id include:
Go to Facebook page, right click and select ‘View Page Source’ – ctrl F and search "profile_owner" (Include quotation and underscore) or “id” or "id":"1000 .

"profile_owner":{"id":"100005145937054" this is the unique Facebook identifier for Sam Hendrix.  

To demonstrate or confirm paste into new browser: www.facebook.com/100005145937054 
will revert to: https://www.facebook.com/sam.hendrix.161

There are also online tools however not all function anymore.




Articles 29 and 30 of the Cybercrime Convention can be evaluated (transborder evidence gathering, expedited disclosure).

Articles 19 and 32 of the Cybercrime Convention could be evaluated, since the mail servers (which contain the evidence) probably are in another country.


Trainers Note: Delegates to use CoE Budapest Convention Templates for Preservation Requests and Production Orders or delegates own application forms.


Provide Inject 2.1 to delegates if they complete Budapest Convention Templates correctly for submission to Facebook on identity of Sam Hendrix PUID 100005145937054.





Delegates should identify Facebook profile for:
Jonathan Doe PUID 100005191682923

Tom Jones (mister loverman) 
PUID 100005157512314

Tom Emmanuell Jones 
PUID 100025410467015

If delegates decide a data application is intended to be made for Facebook accounts of Tom Jones or Tom Emmanuell Jones, then delegates should be encouraged to consider necessity for application operational security and legal implications.


	2
	Inject 2.1 Meta Inc, Facebook Report Sam Hendrix PUID 100005145937054.

Delegates are expected to:
· Conduct analysis of the Facebook report. The report shows Basic Subscriber Information including the email samtheman8300@gmail.com and most recent IP-logs.  

· Delegates should be able to make OSINT enquiries that indicate the IP Logs may identify the possibility of proxy’s being used.
· Delegates should prioritise any applications.
· Delegates should complete Budapest Convention Templates where appropriate.

· Discussion should take place concerning registration IP addresses 85.28.78.5 the relevance and urgency for a data request. Due to a 2013 registration date would the information be available, would it be relevant to investigation? Delegates may consider calling Telenet first for advice in preference to making full application.








Delegates are expected to:
· Discussion should take place concerning IP addresses 2001:1c00:2715:fa00:add2:3a86:8340:1e8b & 109.38.140.92 the relevance and urgency for a data request. Due to dates would these be relevant to investigation?
· OSINT will assist in this determination and also where to make any application.








Delegates are expected to:
· Discussion should take place concerning IP addresses 95.210.178 - 95.210.234 and 37.9.179.93 - the relevance and urgency for a data request. 
· OSINT should be undertaken to establish who and what Skylogic are, where to make any investigation/application.












Delegates are expected to:
· Discussion should take place concerning the response from Skylogic, IP addresses:
IP 95.210.178.153 and IP 37.9.179.93 with a view to making a further request direct to the company registered with Skylogic.
· Does this need an application under Budapest Convention? 
· Can direct request be made to company?



Delegates are expected to:
· [bookmark: _Hlk107655305]Discussion should take place concerning IP address 194.59.249.254 the relevance and urgency for a data request. 
· OSINT should be undertaken to establish who the IP address is allocated to.
· Discussion about making a data request.
· Analysis will identify IP address 194.59.249.254 also features in Inject 2.2 on the same date and similar time, what is the relevance?




	



If not undertaken in Phase 1, delegates may complete Budapest Convention Templates for Google in relation to the Gmail account of Hendrix - samtheman8300@gmail.com









The IP address for registration 85.28.78.5 is an IPv4 address registered to CODITEL. Coditel parent organisation is Telenet BV, Liersesteenweg 4, 2800 Mechelen, Belgium. 

Trainers note: If requested by delegates, Telenet BVBA will be co-operative on a phone call and will inform delegates that pre-2018 logs are no longer available.

If requested by delegates, Telenet BVBA will check their customer database. Sam Hendrix is not recorded as a present or recent customer of Telenet BVBA.


OSINT will reveal:
2001:1c00:2715:fa00:add2:3a86:8340:1e8b is an IPv6 address allocated to ziggo.nl Netherlands.
109.38.140.92 is an IPv4 address allocated to VODAFONE-NL Mobile Web Service, Netherlands.

Vodafone and Ziggo in the Netherlands merged in 2016. Delegates if they choose can submit a single application for both IP addresses.  The response, Inject 2.5 will provide business addresses in Amsterdam tourist district.
    
Provide Inject 2.4 to delegates if they complete Budapest Convention Templates correctly for submission to Vodafone/ Ziggo NL.


IP Range 95.210.178 & 95.210.234 is allocated to SKYLOGIC S.P.A. located in Italy.

37.9.179.93 is an IPv4 address allocated to SKYLOGIC S.P.A. and located in Cyprus. 

SKYLOGIC S.P.A.
VIA CENTALLO 72
10156 TORINO
ITALIA
is a satellite data connection provider, while they are co-operative for LEA & prosecutors there is limited information available but will be provided if requested by delegates. 

Provide Inject 5.6 to delegates if they complete Budapest Convention Templates correctly for submission to Skylogic S.P.A.


If request is made to Mr Kuehne General Manager of SAT Uydu Internet VE Telekom Hizmetleri Ticaret Limited, Sirketi, Turkey and SAT Internet Services GMBH, Germany, then Inject 2.7 can be provided.

Provide Inject 2.6 to delegates if they request information from Mr Kuehne




194.59.249.254 is an IPv4 address allocated to m247.com and located in France, their company M247Srl is registered in Romania.

Delegates are expected to identify that the same IP address is used to access Facebook accounts of Sam and John on the same day and within 5 minutes of each other. Delegates should recognise this inference and consider they are either one and the same person, or that they met on this time and date.
Trainers Note: 3 responses have been prepared for M247 depending on delegates application:
2.7 M247 response for both Hendrix and Doe
2.7.1 response for Hendrix only
2.7.2 response for Doe only.

Provide Inject 2.7 or 2.7.1 or 2.7.2 to delegates if delegates complete Budapest Convention Templates correctly for submission to M247.



	3
	Inject 2.2 Meta Inc, Facebook Report Jonathan Doe PUID 100005191682923. 

Delegates should consider:
· Analysis of the Facebook report 
· Data request to Hotmail if not previously undertaken.
· Delegates should be able to make OSINT enquiries that indicate whether the IP Logs may identify the possibility of proxy’s being used.
· OSINT on the IP Addresses, consider request for data and subscribers to Telnet BVBA 78.21.156.45 and Duetcshe Telekom.
· Delegates should prioritise any applications.
· Delegates should complete Budapest Convention Templates where appropriate.





Delegates are expected to:
· Discuss relevance of Jonathan Doe saving a recognised device, to his Facebook account on 13th February 2014 - Facebook for iPad, and impact on operational planning. Discussions should take place about this device being present at any future search.
· OSINT on the IP Addresses, consider request for data and subscribers to Duetcshe Telekom 84.140.209.146











Delegates are expected to:
· OSINT research on telephone number.
· Consider request for data and subscribers, information.
· Consider whether this constitutes an urgent request.





Delegates are expected to:
· Discussion should take place concerning IP addresses 
     2a02:1811:9c3f:b200:9438:4c33:2d25:471f
     2a02:1811:9c3f:b200:fcfa:6c7b:153e:b989
the relevance and urgency for a data request. 
· OSINT should be undertaken to establish where to make any investigation or application.




Delegates are expected to:
· Discussion should take place concerning IP address 194.104.148.94 and 84.46.103.230 the relevance and urgency for a data request.
· OSINT should be undertaken to establish who the IP address is allocated to.
· OSINT should provide discussion relating to TOR/TOR nodes/Proxy and likelihood of records being available. German privacy legislation etc.
· How does the use of proxies/TOR impact on the investigation to trace the suspect?












Delegates are expected to:
· Discussion should take place concerning IP address 194.59.249.254 the relevance and urgency for a data request. 
· OSINT should be undertaken to establish who the IP address is allocated to.
· Discussion about making a data request.
· Analysis will identify IP address 194.59.249.254 also features in Inject 2.1 on the same date and similar time, what is the relevance?

	
The report shows Basic Subscriber Information including:
· The email address johndoe830@hotmail.com;
· registration IP address and most recent IP Address logs.
· telephone number 90 53 93938940

Trainers Note: IP address 78.21.156.45 allocated to Telenet BVBA, Belgium, if requested by delegates, Telenet BVBA will be co-operative on a phone call and will inform delegates that pre-2018 logs and records are no longer available.

If requested by delegates, Telenet BVBA will check their customer database. Jonathan Doe is not recorded as a present or recent customer of Telenet BVBA.


Jonathan Doe saved a recognised device, to his Facebook account on 13th February 2014 - Facebook for iPad, from IP address 84.140.209.146 allocated to Deutsche Telekom AG, Germany.

While an entry for 2014 could the iPad be still used and of interest when planning any future search?

Trainers Note: If requested by delegates, Deutsche Telekom AG, Germany will be co-operative on a phone call and will inform delegates that 2014 logs are beyond data retention and the records are no longer available.

If requested by delegates, Deutsche Telekom AG, Germany will check their customer database. Jonathan Doe is not recorded as a present or recent customer of Deutsche Telekom AG.


OSINT will identify telephone number +905393938940 is allocated to Turkcell, it relates to a SIM bundle, no significant information will be obtained from this application.

Provide Inject 2.8 to delegates if they complete Budapest Convention Templates correctly for submission to Turkcell regarding Turkey telephone number 90 53 93938940.


2a02:1811:9c3f:b200:9438:4c33:2d25:471f
2a02:1811:9c3f:b200:fcfa:6c7b:153e:b989
Are both registered with Telenet NV Belgium.
The first will provide a subscriber Juliette Lepage who features further in Phase 3.
For the second there is no log entry held. 

Provide Inject 2.9 to delegates if they complete Budapest Convention Templates correctly for submission to Telenet NV regarding the above two IPV6 addresses.


194.104.148.94 is an IPv4 address allocated to panzercrew.de and located in Germany.  This is a TOR node/proxy and unlikely to record logfiles of any of the Tor traffic, so there is little that can be done to trace either legitimate or illegitimate traffic.

Panzercrew.de will not be responsive to LEA requests. If appropriate delegates can be advised of this once they have considered making a data request.

84.46.103.230 registered with RIPE to wilhelm.tel GmbH, is a proxy server shown as located in Bucharest, Romania named No Vampires. and maintains no logs of any of the Tor traffic, so there is little that can be done to trace either legitimate or illegitimate traffic.

Using proxies may be used for privacy or to avoid detection, it may indicate the suspect has technical skills.



194.59.249.254 is an IPv4 address allocated to m247.com and located in France, their company M247Srl is registered in Romania.

Delegates are expected to identify that the same IP address is used to access Facebook accounts of Sam and John on the same day and within 5 minutes of each other. Delegates should recognise this inference and consider they are either one and the same person, or that they met on this time and date.

Trainers Note: 3 responses have been prepared for M247 depending on delegates application:
2.7 M247 response for both Hendrix and Doe
2.7.1 response for Hendrix only
2.7.2 response for Doe only.

Provide Inject 2.7 or 2.7.1 or 2.7.2 to delegates if they complete Budapest Convention Templates correctly for submission to M247.


	4
	Inject 2.3 Facebook Profiles Tom Jones

Delegates should consider:

· Is Tom JONES a witness?

· Will he be provided with immunity from prosecution?

· Would this immunity be extended if other offences are found on his laptop?

· Would this Facebook application be considered urgent and meet convention requirements as he is co-operating and providing access to his laptop?

· Tom Jones is not a suspect.
	
Trainers Note: Inject 2.3 has been prepared in the event delegates make a request to Meta Inc, Facebook in relation to the two profiles of Tom Jones. 

Tom will provide his laptop for examination and share his Facebook profile 

Tom has two profiles.
1. Tom Jones (mister loverman) 
PUID 100005157512314
2. Tom Emmanuell Jones 
PUID 100025410467015

If delegates request for Data preservation and/or Production Orders provide Inject 2.9 where Meta Facebook will refuse to treat as urgent as data is available to investigators from the laptop of Jones, their “witness” and known to officers.  Jones is not a suspect of a crime and not a victim at risk.

Provide Inject 2.3 to delegates if they complete Budapest Convention Templates correctly for submission to Meta - Facebook.


	5
	Inject 2.4 Email from VodafoneZiggo Group (BV) Netherlands 

Report from VodafoneZiggo will provide business subscribers at an Internet Café and Restaurant in Korte Leidsedwarsstraat tourist area of Amsterdam.

Delegates are expected to:
· Consider OSINT research on these venues


	


OSINT will identify likelihood of open Wi-Fi at venues and the closure of one of the venues - Alberto's La Forge.

Trainers Note: Attempts by delegates for further investigations, should be met with how any request would be considered urgent and assist in the scenario they are investigating.


	6
	Inject 2.5 Email from Skylogic S.P.A. in response to data request

The email will provide details of businesses attributed to the IP addresses.

Delegates are expected to:

· Consider the information collected to date, and the implications of this report.
· Discuss the actions that can be undertaken.
· Conduct OSINT investigations on subscribers would identify the businesses.
· Does this need an application under Budapest Convention to be made to Mr Kuehne? 
· Can direct request be made to company?

	
Report from Skylogic S.P.A. will provide little information that will connect to the suspect Hendrix.  

It provides details of subscribers which are businesses - referring to Mr Kuehne General Manager of SAT Internet Services GMBH, Germany and SAT Uydu Internet VE Telekom Hizmetleri Ticaret Limited, Sirketi, Turkey.

Delegates can make enquiries with Mr Kuehne to which they can be provided Inject 2.6

Provide Inject 2.6 to delegates if they request information from Mr Kuehne.


	7
	Inject 2.6 report from SAT Internet Services

Mr Kuehne General Manager of SAT Internet Services GMBH, Germany and SAT Uydu Internet VE Telekom Hizmetleri Ticaret Limited, Sirketi, Turkey.

Informs that the addresses relate to Esso and 7Eleven service stations in service stations in remote areas of Turkey and Cyprus, they are free 30-minute Wi-Fi access points, it is unlikely the company will hold log files, there is no sign up.

Delegates are expected to:
· Identify that there is no realistic opportunity of furthering this enquiry.
· Bear in mind that it may show the suspect may have travelled to Turkey and Cyprus


	


This report will provide no opportunities for further enquiries.

It may provide a question as to whether Sam Hendrix has travelled in this time period to Turkey or Cyprus?

	8
	Inject 2.7 or 2.7.1 or 2.7.2 Report from M247


2.7M247 records will show that the IP Address 194.59.249.254 on 20th May 2021 at 09:43:12 and 09:49:07 is allocated to Mme Nora Tinguali, Café Patisserie de L’Alma, 98 Rue de L’Alma, 59100, Roubaix.
The account is a business client of M247 Srl since 23rd October 2017, this company has subscribed to our MConnect 500Mbps Internet Services.

	Trainers Note: 3 responses have been prepared for M247 depending on delegates application:
2.7 M247 response for both Hendrix and Doe
2.7.1 response for Hendrix only
2.7.2 response for Doe only.

Provide Inject 2.7 or 2.7.1 or 2.7.2 as appropriate to delegates actions

OSINT (Google and Google maps) will reveal that the cafe associated with this IP address is close to 2 schools for children aged 4-9 years old.  
140 metres from a school “Groupe Scolaire Voltaire Diderot”, 115 Rue Emile Moreau, and 350 metres from Ecole Primaire Privee Saint Augustin, 154 Rue De Blanchemaille.


	9
	Inject 2.8 Report from Turkcell 

Turkcell report Telephone number 90 53 93938940 – is a “Pay As You Go” (PAYG) SIM activated on 17th June 2020 and expired on 14th July 2020. there are no records held by Turkcell İletişim Hizmetleri A.Ş of the purchaser. No logs are held of any other activity on this SIM.

· Delegates to consider whether this is an exhibit or applicable to disclosure.
· Could it be relevant to later investigations such as SIM found during search, phone forensics?

	 

 This report will provide no opportunities for further enquiries.

It may provide a question as to whether John Doe has travelled in this time period to Turkey or Cyprus?

	10
	Inject 2.9 Report Telenet NV

The subscriber of 2a02:1811:9c3f:b200:9438:4c33:2d25:471f on 6th August 2020 at 21:41:44 UTC was Juliette Lepage, Rue Les Petites Filles 72, 59100 Roubaix, France.

There are no logs held in relation to the second IPV6 enquiry.

Delegates to consider :
· The contents of the report the significance of the data provided.
· Any proposed action.



	

At this stage the Juliette Lepage will be a new name to the investigation.
The association with Roubaix may be linked to other results of enquiries.
Juliette Leparge will feature again in Phase 3.

Trainer note: If request is made for police enquiries, she will not be known to police, she resides at the address with her three young children.

	
	
	



