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Delegate Requirements

Laptop/Desktop and Internet Access

This session involves OSINT activity. With current Facebook automated security measures, it is no longer practical to provide a Facebook profile for all the delegates to use.  It is preferential if some of the delegates already have a covert Facebook account. This notification to delegates has been included in the delegates pack.

On-Line Training:
Laptop/Desktop with camera and microphone facilities enabled.
Delegate to commit to interaction via video and audio conferencing platform provided by CoE.
Live translation Services will be provided for the workshop via the conferencing platform

The following is a guide to the actions anticipated from the delegates from this phase of the exercise.  While it is expected the delegates will undertake take their own lines of investigation and collection of evidence, the trainer/facilitators should be able to steer the delegates to considering the below elements which should result in a number of decisions, orders and exhibits being acquired.

This phase starts with delegates being provided with Inject 3, which will require delegates to undertake OSINT activity, which will have been explained to them in an earlier presentation. Please note the implications of using a single Facebook profile for al delegates.

Anticipated Outcomes:

	
	Anticipated Action
	Additional Injects and Information

	1
	Inject 3 – Police Report – re Skype call

· Discuss methodology for identifying the Skype address for Jonathan Doe. 

PowerPoint presentation previously provided to delegates with details of identifying a Skype account using Facebook

· Discuss authorities required?
· Where are the servers?
· Is this surveillance?
· Right to privacy?
· Undertake OSINT enquiries.
· Consider operational security – chain of evidence.
· 
· Discussion to consider data preservation and production request to Microsoft (MS) or Facebook (FB)?  Identification of username ID will be required in order for Microsoft to provide data, delegates using OSINT must identify jonathan.doe.90813236 or live:johndoe830
· Delegates to discuss law enforcement requests to MS through a secure portal, for which only vetted law enforcement agencies receive access. Once MS reviews the demand and determines that it must provide data, the data specified in the valid legal order is provided to law enforcement through the same, secure portal.
· MS requires official, signed, legally valid process issued pursuant to federal or local law and rules. Specifically, MS require a subpoena or its equivalent before disclosing non-content, and only disclose content to law enforcement in response to a warrant (or its local equivalent). 
· MS and Risk to Life?

· 
	Methodology for identifying skype id include:

Jonathan Doe created his Skype account using his FB-account which means that he can be recognised on Skype by his FB username.

Jonathan Doe created his Skype account using his FB account therefore a search on Skype for his original email johndoe830@hotmail.com will identify his Skype account.

Search will provide:

johndoe830@hotmail.com
live:johndoe830

Further examination of Skype Profile will show additional information of 
Birthday 10th May.






Delegates to use CoE Budapest Convention Templates for Preservation Requests and Production Orders or delegates own application forms/processes.

If the correct preservation and urgent production request is made to Microsoft, then delegates can be provided with Inject 3.1

	2
	Inject 3.1 Report from Microsoft regarding the Skype account of John - Jonathan Doe.


· Report provides IP addresses, delegates to discuss relevance and timeliness of undertaking preservation/production requests and the relevant Budapest Convention Articles.
· Discussion regarding the Mastercard Payment for Skype credits MC 5309 9780 9432 6725
· OSINT will identify 86.105.22.100 is an IPv4 address allocated to Telsys AS (telsys.no) and located in Mandal, Vest-Agder Fylke, Norway (NO).  As the account was registered in 2007, there will be no information available concerning the IP Address.
· 81.241.223.216 is an IPv4 address allocated to Proximus NV (proximus.com) and located in Ghislenghien, Wallonia, Belgium (BE) used 16th March 2019 at 18:19:32 UTC.
· Mastercard 5309 9780 9432 6725 registered to Skype account.  Delegates should discuss actions and financial investigations to establish details of holder of Mastercard and transaction records.

	



Provides Skype accounts identification, payment history and IP logs.







Delegates to use CoE Budapest Convention Templates for Preservation Requests and Production Orders or delegates own application forms/processes.

If the correct preservation and urgent production application is made to Proximus, they can be provided with Inject 3.2

If the delegates make an application to Mastercard, they can be provided with Inject 3.3

	3
	[bookmark: _Hlk71808075]Inject 3.2 Report from Proximus N.V. re IP Address 81.241.223.216. 

· Delegates should analyse the report.
· Who is Juliette Lepage? What is her connection to the investigation? Is she a suspect? Witness? Victim?
· Delegates should discuss and consider interviewing or conducting further enquiries into Juliette Lepage.
· Consider operational security

	


Report reveals Juliette Lepage, of Rue Les Petites Filles 72, 59100 Roubaix, France as the subscriber.


	4
	Inject 3.3 Report from Mastercard regarding credit card 5309 9780 9432 6725.  

· Delegates should analyse the report.
· Who is Juliette Lepage? What is her connection to the investigation? Is she a suspect? Witness? Victim?
· Delegates should discuss and consider interviewing or conducting further enquiries into Juliette Lepage.
· Consider operational security

	



Report reveals Juliette Lepage, born 25 March 1984, Paris, France, of Rue Les Petites Filles 72, 59100 Roubaix, France, as the account holder.

	
	
	




