Trainer Phase 4 Lesson Plan Statement from Juliette LePage

Delegate Requirements

Laptop/Desktop and Internet Access

On-Line Training:
Laptop/Desktop with camera and microphone facilities enabled.
Delegate to commit to interaction via video and audio conferencing platform provided by CoE.
Live translation Services will be provided for the workshop via the conferencing platform

The following is a guide to the actions anticipated from the delegates from this phase of the exercise.  While it is expected the delegates will undertake take their own lines of investigation and collection of evidence, the trainer/facilitators should be able to steer the delegates to considering the below elements which should result in several decisions, orders and exhibits being acquired.

Trainer’s notes:

Injects 4, 4.1 and 4.2 relate to an interview with Juliette Lepage following the delegates receipt of Injects 3.2 and 3.3 in the previous phase. Only one of these Injects should be provided to the delegates depending on their decision made in phase 3.

If the delegates have decided to interview Juliette Leplage concerning the results of 3.2 Proximus and 3.3 Mastercard, the delegates can be provided with Inject 4 which covers both matters.

In the event the delegates decide to interview Juliette in relation to the Proximus report only, then provide Inject 4.1 and not Inject 4 or 4.2.

In the event the delegates decide to interview Juliette in relation to the Mastercard report only, then provide Inject 4.2 and not Inject 4 or 4.1.

In the event no interview is requested the trainer should attempt to facilitate this or establish what alternative actions would be undertaken by the delegates.


	[bookmark: _Hlk71796691]Inject 4, OR 4.1 OR 4.2 – Statement from Juliette LePage – Skype Top-up

Name:			Lepage
First name:  		Juliette
Place of birth: 		25 March 1984, Paris, France
Address: 		Rue Les Petites Filles 72, 59100 Roubaix, France


You tell me that your investigation showed that my Mastercard 5309 9780 9432 6725 has been used to buy Skype Out credits for the Skype account of ‘Jonathan Doe’. You tell me that this account has also been used from an IP address which refers to my internet access registration. I am stunned and shocked.  I do not know anyone named Jonathan Doe.  I do not have a Skype account. My children only use the Internet supervised and do not have Skype accounts.

I do have a brother, Jean Lepage, who frequently asks me for money to help him out, occasionally I give him my credit card so he can buy some stuff he needs in order to get back on track. He has had a hard time since he came out of prison.

I do not give my credit card to anyone else to use.  I only have the one credit card from Mastercard.

Occasionally Jean comes to visit me and spends the day here in my house and garden with my three children and the dog. He so great with children, they all love him, except for the youngest one, which I find strange.

To answer your question, yes, he does have a smartphone and he does have access to my Wi-Fi.

I think he is currently staying in a little studio in the centre of Roubaix, in Rue de l'Alma area.

He recently found a good job. I believe the company is located somewhere on the industrial premises in the north of Roubaix.

I have checked my credit card statements and I have one purchase shown for 16th March 2019 for 10 Euros to Microsoft. I did not make any purchase from Microsoft, but Jean may have done as he is the only person who uses my card.

Signed Juliette Leparge


Reminder: Injects 4.1 OR 4.2 contain abbreviated statements of the above but only relate to Proximus or Mastercard.



 
Anticipated Outcomes:

	
	Anticipated Action
	Additional Injects and Information

	1
	Analyse the statement, identify that:
· Juliette has a brother Jean Leplage.
· Jean occasionally uses her Internet and Credit Card online.
· Jean has been to Prison.
· Jean’s relationship with his sister’s youngest daughter.
· Lives and works in Roubaix.

Delegates should discuss these issues and develop action points which are anticipated to include:
· Operational Risk - Juliette Leparge informing brother Jean about the enquiries.
· Protection and welfare for Juliette Leparge and children.
· Crimes against children of Juliette Leparge.
· Request for Police or Court report on Jean Leparge.
· Undertake open-source enquiries for Jean Leparge.
· Discuss actions to locate and monitor Jean Leparge.
· Home address identification.
· Work identification.
· Consider warrants.
· Consider actions against impact on outstanding associates.
· Identifying the appropriate procedural and/or orders judicial orders required for proposed activities.

	If requested the following Injects will be available to the delegates:


Inject 4.3 Police Intelligence Report including conviction details and a vehicle.

Inject 4.4 ANTS (Agence Nationale des Titres Sécurisés) Vehicle Registration details for Renault van registration AB223LL.


Inject 4.5 – Statement from Ricardo Gauthier, Manager ZVX Group, relating to van and an employee Jean Leparge.




	2
	INJECT 4.3 Police Intelligence Report – TO BE PROVIDED ONLY IF REQUESTED. 

This report will give details of his previous convictions and police incidents.  The report raises several references to activity concerning children; it also identifies a vehicle that will connect to his work address.

	Provides line of enquiry for a Renault Van

	3
	Inject 4.4 Report from relating to registration of Renault Van AB223LL – TO BE PROVIDED ONLY IF REQUESTED.

Vehicle registration document shows vehicle registered to a company ZVX Group, Rue d’Amsterdam, 52900 Tourcoing, France.

	Provides a line of enquiry with registered owner a company ZVX Group.

	4
	Inject 4.5 – Statement from Ricardo Gauthier, Manager ZVX Group – TO BE PROVIDED ONLY IF REQUESTED. 

Statement regarding the Renault van registration AB223LL, and employee Jean Leparge, Studio 3a, 39 Rue de l'Alma, Roubaix.

	Provides a line of enquiry to Jean Leparge and an address.

	5
	Delegates to consider further action:
· Search warrants
· Arrest warrants
· Outstanding suspects
· Co-ordinated search and arrest?
· Other options for investigation, surveillance, data intercept etc.

	



