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Court Report: Forensic Analysis

The Suspect claims that pedo-pornographic (child abuse) files have been put –through the open wifi-router- on his computer
Router of suspect is indeed “open”, not protected by a password and encryption. But there are no indications that a 3rd person used the connection on the moment(s) that the illegal files were downloaded: there is no unknown MAC-address found in the log-files on the specified moment.

Furthermore, thorough analysis of the router didn’t reveal any possibility to access the DMZ of the router, nor are ports open to the “outside” world.
Putting files on the pc of the suspect using the router is impossible.

The PC of the suspect is kept up-to-date and has all necessary protection tools and rules: password protected, no open shares, up-to-date operating system and anti-virus/malware. 

The registry and the event-files show that no RAT was used nor are there traces of FTP-server-software.

Analysis of the processes running doesn’t reveal any unknown processes, examining the whole computer with several anti-malware and rootkits didn’t reveal any malware able to put the illegal content on the disk.

The timestamps of creation on the illegal pictures are consistent with the timeline created from his internet history. The Google-search history reveals that on the pc of the suspect keywords such as “Lolita”,”preteen”,”young innocent girls” were used.

Analysis of the chat history reveals that the suspect was engaged in online discussions about “child abuse”
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