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Forensic Analysis

Suspect claims that pedo-pornographic (child abuse) files have been put –through the open wifi-router- on his computer

1° analysis of the wifi-router

· Is the router really open ? if so, access to the internet is possible for anybody who connects to his open router (cfr hotspot). However, access to the internet doesn’t mean access to his pc.

· Depending on the model of the wifi-router, there is a possibility of finding log-files on the router. Analysis of these log files could quickly show whether or not there was another person using the router on the time the files were downloaded.
If there are log files, the mac-adress will probably be registered. MAC-addresses are unique, it will show whether our suspect was connected when the files were downloaded.

· For a third person to gain access to the suspect’s pc via public IP, ports have to be open or forwarded to the DMZ of the router: the firewall of the “victim” has to permit access and services have to run, or the “victim” has to initialize the session himself A quick look at the configuration of the router shows if these ports are open or not
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2° analysis of the pc of the suspect

· Default analysis of the suspect’s pc:
· is the software of the Operating System (windows) kept up to date ?
· password protected or not ?
· presence of anti-virus software ? anti-malware ? are they up to date ?
· fire-wall ?
· checking the disk for malware, viruses, APT’s etc …
· checking for Remote Access Tools  (RAT)
· presence of encryption, peer2peer software, TOR, FTP-server software, …
· check running processes 
· timestamps of photo’s
· “sharing of disk” configuration

· check the browsing history with appropriate tools. This could reveal
· the search history of given browser to look if suspects “googles” with keywords as “Lolita, teen, young girls, … “
· the downloaded files through the browser
· chat history
· 
· thorough analysis of the log-files, events and registry. This would reveal 
· if, when and where a third person has accessed the pc
·  check if the RAT has been activated, has ever been used, when the last use was

Sometimes, a timeline is made to show clearly which action happened when on suspect’s pc.
A cross check will be done to see if the time of creation of the pedopornographic files corresponds with things as 1° was suspect using the pc at that time 2° does the time of creation of the files corresponds with the time  of the files were downloaded 


3° analysis of the files

· Is there meta-data available in these pictures ?
· Small chance, but is there EXIF-information on the pictures ? gives us more information on the origin of the picture
· Is there an Alternative Data Stream (ADS) linked ?
· Check the user-rights on the files, date of creation, last accessed, …
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