Lesson 1.1.3 Technology 

	Lesson 1.1.3 Technology
	Duration: 180 minutes 

	Resources Required: 
· List all resources required for the lessons here.  The following list is an example of what may be required.  Each trainer is to check the list and add any additional resources, such as videos, texts etc. 
· PC/Laptop loaded with software versions compatible with the prepared materials
· PowerPoint presentation
· Video clip “Warriors of the Net”
· Projector and display screen.
· Internet access (if available). 
· Whiteboard.
· Whiteboard pens (at least 2 each of blue, black, red and green).
· 2 Flipcharts with adequate paper.
· Student notepaper and pens.
· Stapler, hole punch and scissors.
· Blu tack or a similar product to allow for paper to be affixed to the walls temporarily.

	Session Aim:  
This session provides information about technology that will be encountered by Judges and prosecutors during their work and which is used by criminals to commit crime and law enforcement to detect it. The aim of the session is to enable the audience to gain sufficient knowledge about technology for them to function more effectively in their roles.

	Objectives:
By the end of the lesson the students will be able to: 
Identify different computer operating systems  
Explain the basics of how networks function
Describe the functions of the Internet
Identify at least 5 major Internet applications
Explain how the Internet has developed from its beginning to today.
Differentiate between different Internet applications
Describe the difference between the Darknet and the Deepweb
Explain the basics of crypto currencies
Identify how criminals use the various Internet applications

	Trainer Guidance
This session is intended to provide trainers with a framework for developing training material to be delivered as part of a wider programme. It cannot be comprehensive as technology changes so rapidly that any detailed technical specifications would be out of date almost as soon as the document is published. Ensuring that Judges and prosecutors have sufficient understanding of technical issues as they relate to matters before them is essential to the fair running of any judicial system. This session provides an overview of the relevant aspects of technology and its relevance to the criminal justice system. A PowerPoint presentation is provided as a resource for trainers to use if considered appropriate. 
An additional resource in the form of the video clip Warriors of the Net is provided to give the delegates a good and clear understanding of how networks function. The video is available from www.warriorsofthe.net and is available in the following languages: English, German, French, Hebrew, Dutch, Swedish, Italian, Portuguese, Danish, Norwegian, Hungarian, Czech, Spanish and Ukranian. 
This session provides information about technology that will be encountered by Judges and prosecutors during their work and which is used by criminals to commit crime and law enforcement to detect it. The Powerpoint presentation seeks to aid in presenting the technologies to the delegates. However, it should only serve as a template and needs to be adopted by the trainer to fit the target audience, the schedule and the information relevant to his/her country.  
The time allocated to this session has, in this version, been reduced from 240 minutes to 180 minutes, so it will be necessary for the trainer to adapt the materials to meet the needs of each audience and these may be different, for example depending on the legal system in the country or countries where the training is taking place.  As mentioned, this material provides a framework upon which the trainer should prepare their material to be delivered, in accordance with the lesson objectives. 
The times listed below are indicative of the amount of time to be allocated to each section of the lesson. Of necessity, this will mean that some parts will be dealt with across more than one of the three allocated sessions.
Introduction and opening (Agenda and Session objectives) (10 Minutes)
Part 1 – How the Internet works (50 Minutes)
Part 2 – Internet Services (40 Minutes)
Part 3 – Other relevant Internet Applications (40 Minutes)
Part 4 – Internet Crimes (30 Minutes)
Summary (10 minutes)

	Lesson Content

	Slide Numbers
	Content

	1 to 7
Mandatory
	The opening slides are the introduction to the session and include the Agenda and the session objectives.  The trainer should ensure that these are amended where it has been decided to exclude sets of slides or subject areas. These slides are a gentle introduction to the subject matter and clearly identify that the pace of technology change was beyond the thinking of some of the experts of the day.  This was an introduction to computer hardware that has now been removed from this course. The electronic evidence pre read for the course provides a detailed breakdown of digital devices and it is no longer necessary for them to be included here.

	8 to 18
Important
	This short section deal with typical software found on computers.  There are statistics on slides 12, 14 1nd 16.  It is the responsibility of the trainer to ensure that these statistics are updated to reflect the time and location of the training course. 

	19 to 23
Important
	These slides deal with the history of the Internet and are a simple introduction to the subject. Trainers may wish to substitute their own information to describe the history

	24 to 32
Mandatory
	This section introduces the delegates to some network terminology and this should support the learning from the pre-read.

	33 to 41
Mandatory
	This section introduces the delegates to the basic concepts underpinning the Internet. Slide 34 is a link to the video Warriors of the Net. Trainers should ensure that they have this video, preferably in the language of the delegates. It is preferable to run this before the class to ensure that the video and audio facilities at the venue support the video.  Slides 40 and 41 contain comparative Internet infiltration statistics. It is the responsibility of the trainer to ensure that these statistics are up to date and where possible relevant to the audience.

	42 to 56
Mandatory
	This section introduces the delegates to the important issue of IP addressing, discusses the differences between IPv4 and IPv6. The trainer should emphasise the importance of time and date stamping.

	57 to 82
Mandatory
	The session on Internet services examines the range of services available to users and explains some of the terminology that is relevant to the audience. The session is broken down into easily manages chunks.  Where time permits and the technology available supports it, the trainer may wish to demonstrate some of the Internet resources discussed with a live Internet connection. 

	83 to 143
Mandatory
	This section takes the delegates further into other Internet applications and their relevance to the criminal justice system.  There are extensive supporting notes in the slide notes and the trainer should make themselves familiar with these as part of their preparation for delivering the course.  The subject touched upon, include virtual currency, the Dark Net and Deep Web as well as Cloud Computing and the Internet of Things.  As time progresses, other technologies will become relevant and will not be captured until the course is next updated.  The trainer may consider introducing other relevant technologies that may become prevalent in the intervening period.  There is a lot of information in this section that will be new to delegates and it is as the introductory level. It is important therefore that the trainer keeps the material to that level to avoid the delegates becoming overwhelmed with overly technical information.

	144 to 163
Important
	[bookmark: _GoBack]This part of the lesson deals with types of cybercrime that are prevalent and gives the delegates some insight.  The trainer may wish to supplement the information in the presentation with examples of cases they may be familiar with in respect of some of the categories.  It is also useful to ask the delegates if they have experience of any of the crime types. It may be that they have received phishing or 419 emails they can discuss. Slides 145 to 148 contain some statistics from NW3C.  It is the responsibility of the trainer to ensure these are updated or replaced with similar statistics for the region in which the training is taking place.

	164 to 166
Mandatory
	The final section provides the opportunity for the trainer to reflect on what has been taught in the lesson and ensure that the objectives have been met. It also provides the delegates with the same opportunity and to raise any issues that may require clarification.

	Practical Exercises
No practical exercises are envisaged for this particular session as there is no guarantee that the level of technology and Internet access to deliver such exercises will be available at all venues. 
Trainers may in the future seek to supplement to learning by adding exercises, where the training is delivered in an environment where the facilities are suitable.

	Assessment/Knowledge Check
No specific knowledge check in addition to that listed above is currently envisaged for this course. No official assessment has been requested.



